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Migration with Look-alike Passports
Smugglers and a Black Market for the European Travel

Documents
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6 July 2022

When | urged the Iragi smuggler “Amjad” whom | met by chance in Brussels to find
a guaranteed way to get my relative from Turkey to Belgium, he was no longer
enthusiastic about the Belarusian-Poland route: "Now Belarus is getting tough. Look,

this is our work. Very good." Said, Amjad.

The smuggler showed a video of people waiting in the forest then a modern private
car appears in which they drove off. This was the traditional smuggling ground route
from Turkey to Greece, passing through eastern European countries through the
network of smugglers deployed in these countries and then to Belgium, Austria, or

Germany while others go to Calais in France to cross to the UK.

The cost of this safe route, as | was assured, from Turkey to Belgium is $12,000 to be
paid at different points. when | said it's too much, he confirmed that it is suitable for
the length of the road and its difficulties and the facilities provided by the smuggler,
and this sum is distributed among several people.

"We're six people, and | don't get this money myself. We are a network of smugglers
scattered in many countries and | am not the leader of this network, but a member of
it,". Said, Amjad.

When | asked him where the commander is staying, he said he is living in Greece.

Back to the video shown by the smuggler to me, praising his work, | noticed a name
on "Tik Tok" called Abu al-Abd al-Iragi. back to it, | found many videos of immigrants
crossing with the smugglers’ men as known "Riber” In each video, they call on
migrants to pay tribute to Abu al-Abed al-Iraqi, the leader of these smugglers’

networks.

Abu al-Abd al-Iraqgi is active on Facebook, Instagram, and Tik Tok and publishes
almost daily videos of people arriving in Hungary on the way, thanking and praising
Abu al-Abd al-Iragi and reminding everyone of the money deposited office or

"Tasheek” in which the amount agreed with the smuggler was deposited.
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"Tasheek’ is an important term in the lexicon of immigrants and smugglers, and an
essential stage for every irregular immigrant who wants to reach Europe by boat, cars,
trucks, or through airports by smugglers.

Smugglers are easily accessible via Tik Tok, Facebook, and Instagram, where videos
of refugees crossing this route are widely published by smugglers to promote their
activity, for example when writing "Serbia to Hungary," "Tail Hungary and Serbia,”,
"Serbia for Austria."... Etc as we could find that on these social media platforms and
assurance of migrants who could reach these smugglers via social media.

Tasheek Offices...Private Financial System

These "Tasheek" offices are scattered in Istanbul and some Arab cities and Greece.
These are illegal money transfer offices. Migrants wishing to begin an irregular
migration journey deposit the sums agreed with the smugglers in these offices and
receive a document with a secret code given to the smuggler as soon as people arrive
in their countries of destination. It is somewhat similar to the Western Union or
MoneyGram money transfer system, but it is illegal and is practiced behind the
scenes, and always has dealt with the smugglers.

These offices often operate under the guise of travel agencies and tourism or service
companies and do not carry any sign, banner, or addresses that refer to them. They
are well-known point only for those who engage in the search for irregular migration

through social networks and come into contact with migrants and smugglers.

We searched for these offices in Istanbul and found a number of them such as
Fayyad's office, Milano's office, Haftaro's office, Akram Abu Ali's office, and Assaf's
office, and according to the testimonies of many migrants who wish to emigrate on
their social media accounts in the first week of December 2021, Assaf's office (Syrian
owned) defrauded many of them and ran away with the money they deposited in his

office.

Smugglers usually impose the name of a particular insurance office on the migrants,
which shows a huge amount of fraud and the relationship between these offices and
smugglers. While other offices continue their work to ensure the sustainability of this
income and to invest in the large and continuous migration movement. Some of these
offices have branches in European cities according to what some of the smugglers

mentioned to us.
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The convenient solution... Look alike passport

| assured Amjad that | am looking for an easier and faster way to bring my relative to
Belgium that does not include risk. | was surprised then by the idea of a "Look alike
passport" as an easy and guaranteed way. | was even more surprised to know that

this method is very popular, but requires a lot of money.

In European cities, especially Istanbul and Athens, the sale of genuine, look alike, and
fake passports are widespread, due to the presence of thousands of refugees from
the Middle East, North Africa, Afghanistan, and others, who are looking for a way to

reach the countries of the European Union.

Smugglers get official European passports from people who stole them, found them,
or bought them directly from their owners. On social media, we found various
advertisements for similar passports. One of them announces the availability of Greek
passports, and another offers different European and Israeli passports and asylum
passports for Arab citizens. Those interested should send a photo that the smuggler
compares with the original copy of the passport, and if the resemblance is acceptable,

the transaction is done in exchange for varying amounts.

When Amjad knew | have a European passport, he smiled and first offered me 5,000
euros for the passport and then 6000 euros when | told him that the amount is small

and that he would sell it probably twice the amount he offered.

"Wait, | have a picture of an Iraqi in Istanbul who wants a similar passport, and | think

1

there's a similarity between you two." He showed a photo on his phone of a young
man who appeared to be in his late 20s. | want you to send me your passport photo
to send to this person in Istanbul. " want a copy of your passport to send to this guy

in Istanbul. he looks like you"”, said, Amjad.

Amjad tried to seduce me by selling my passport, saying, "No problem. The amount
we're going to gain is going to be split between us,". He sent me several messages
via WhatsApp in a hurry to send him a copy of the passport, and | replied that | would

send it when | return from traveling.

| understood that what | had to do was just hand over my passport to the smuggler
then after three or four days before | report the loss of my passport to the Belgian
authorities. At that time everything is over, and the person who looks like me traveled
with my passport, and ID and arrived in the desired European country with a

reasonable risk rate.
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In addition to purchasing my passport, Amjad offered me to work with him as a
“broker" for 500 euros per person, where, as planned, | would contact those who
want to emigrate or who would like to bring relatives to Belgium with him only.

Semi-regular Migration!

With everything Amjad said and what | saw and read on social media and similar
passports’ offers, | was skeptical of how successful the chance of passing strict
European airports with a similar passport, but | realized it was a popular way,
according to the European Border and Coast Guard Agency (Frontex).

The Frontex report, published on 30 June 2021 confirms that Criminal networks offer
facilitation by air, which is usually linked to high fees and supported by the provision
of fraudulent documents. Organized crime is often involved in the production of false
documents and in illegally obtaining and distributing genuine documents. Fraudulent
documents are increasingly traded online. Criminals offer a wide range of genuine or
false documents on online marketplaces and use such platforms to receive orders
directly from clients. Due to COVID-19 and related travel restrictions, compared to
2019 the number of individuals detected at airports with fraudulent documents on
entry to the EU/SACs fell by 57% to around 1500 cases in 2020.

We contacted Frontex, they replied to us saying "’ Impersonation is a well-known way
of misuse of genuine documents by someone else who looks like the document
owner. The document in question remains genuine without any alteration. High
similarity between the original and the new holder of the document in some cases
may cause border checks and detection of the impostor more challenging. Frontex
supports the Member States to counter this kind of tactic by organizing pieces of
training on the detection of false documents for border guards and law enforcement,

sharing expertise, and supporting operational activities on documents fraud”.

We tried to look for people who entered the EU with look-alike passports, and the
routes they took. We could document many cases that proved to us that a similar
passport is one of the most common access routes to EU countries. Some migrants
are looking for smugglers online through many accounts posted on social media
platforms, which we followed in this investigation using Fake names and accounts on
social media.
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Free Market for Travel Documents!

On the Internet and social media, we found a thriving market for European and even
American, Canadian, and Arab (Syrian, Yemeni, and Palestinian passports and ID

cards help in applying for asylum) and smuggling offers.

We looked at hundreds of active groups in this context on the “Instagram” and “Tik
Tok” applications, and dozens of pages and accounts on Facebook, with hundreds of
interactions. The passport options offered were more than we imagined and at

competitive prices.

These pages, which are run by professional smugglers and others whose goal is to
seize a referral opportunity, are classified within the context of organized crime and
human trafficking, especially with the many tragedies that occur to migrants through

the various migration routes.

We contacted the Facebook administration about the widespread accounts
specialized in smuggling, selling passports, and fraud that profiteer from the pain of
the immigrants, and its response was: “We continue to invest in technology and
people to proactively identify these pages and groups and remove them from our
platform when we find them, and we encourage people to report content who they

think might break our rules."

Hundreds of accounts are still active, posting smuggling offers, various travel
documents, irregular migration routes, buying and selling details, prices, and
thousands of people follow and interact with them.

During May and June 2022, | went undercover and contacted several smugglers who
are active on social media. | pretended to be a migrant looking for a way to reach an
EU country to ask for asylum there. | got a lot of offers and a variety of options at

varying prices.

A smuggler called "Hammam Bek" - who works in Istanbul - requested in a WhatsApp

call with him a personal photo for me to compare with his passports.

We processed a fake image where we were keen to have Arab and Middle Eastern
features and we sent it. He sent two French passports, an American and a Dutch
passport. The similarity didn't fit, but the smuggler assured us that he has more
options, and we just have to send the photo with shorter hair to make it easier to find.

The smuggler "Hammam Bek" - and all the smugglers we contacted - avoided talking

about the source of these many passports and identities from which he chooses what
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suits his customers. One of the smugglers told us that they get the passports from
embassies without their numbers being officially registered, and another confirmed
that they buy them from gangs that steal them or from their owners, who in turn

display them on social media, or through direct contact with smugglers.

In a call with the so-called "Hammam al-Rashad" smuggler (Syrian origin and active
from Istanbul), confirmed that he has a wide range of genuine and fake passports,
Spanish, Italian, Belgian, and German, and from the Dominican Republic, as well as
asylum passports for Arab citizens in Germany, Belgium, and Sweden.

He offered an original Belgian passport for 1700 Euros, and another forged one for
1200 euros, indicating that he would put the photo that would be sent to him on the
original passport, in addition to securing the identity card and changing the chip.

"Hammam Al-Rashad" also made a good offer, including the possibility of traveling
to the European destination through the airport of the Sudanese capital, Khartoum,
"in a "guaranteed" manner, for an additional 5,000 euros.

To dispel any fears, the smuggler sent me a video clip that includes a Belgian passport
and identity, in which he reviews the details and the difficulty of detecting them on
scanners and the feature of identifying codes or barcodes, which are similar to those
used by customs at airports, and also confirmed that people used the same passport
and they reached the destination country easily.

In the video, as the smuggler checks the ID card on the scanner to confirm its quality,
many |ID cards appear that look European, confirming the many options he has.

We only had to send the data, photo, and signature and pay 300 euros deposit to
the smuggler through an intermediary we will meet in Istanbul, to receive a video of
the new passport, after which the remaining amount is paid and the passport and
Belgian identity card are received in the same way.

As for "Abu lyad" - also a Syrian smuggler working in Istanbul - he offered a complete
package for travel from Istanbul to Belgium, including an original Dutch passport,
identity card, and tickets for 10,500 euros.

According to his plan, the owner of the original passport (who will sell his passport)
will come from Holland to Istanbul, then the original photo will be changed by laser,
and the new person’s photo (the investigator) will be placed, and the entry stamp to
Istanbul will help travel without problems to Amsterdam, with facilities provided in
Sabiha airport, he said.
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In such cases, the owner of the original passport does not leave until a similar person
arrives in the destination country, tearing up the passport and seeking asylum, after
which the original owner goes to the consulate of his country to request a return visa

or a new passport to replace the lost one (as he will claim).

We also looked for other smugglers. Each of them made tempting offers to emigrate.
A smuggler called "Abu Ali" offered an original European passport with a photo
changed, and travel from |zmir to Athens and then to Belgium by air for 9,500 euros
that would be secured at any of the Tasheek offices in Istanbul, Izmir, or Athens.

When we contacted a smuggler called "Abu Mustafa" - based in Athens - via
WhatsApp, he asked for a photo. we treated one and sent it, and he replied by
sending a similar French passport. The photo in the passport was reasonably similar
to the processed photo, and the price of the passport was set at 4,500 euros.

Abu Mustafa stressed that providing a passport and travel plan would not take more
than two days and that the matter was simple and "very easy", traveling with a look-

alike passport.

Abu Mustafa asked me if | speak English in case they ask me at the airport to reply to
them, and | replied "a little bit”. | asked him if he speaks English and he said he

speaks Dutch and he used to live between Holland and Germany.

This passport dealer followed us with a lot of calls and WhatsApp messages in a hurry

to complete the deal, from which we were satisfied with knowing the details.

A smuggler called "Nasir Moayad" is also active from the Greek capital of Athens. To
travel to Belgium by air within a week he offered to provide a travel document for
Arab asylum seekers (which Arab refugees receive in European countries) that was
60% similar to the image we will send to him, and then he would change the features
of its original owner so that the similarity with the image of the supposed immigrant

reach 90%, he says.

Moayad's offer also included accompanying us on the same flight until arriving in the
Belgian capital, Brussels, for 5,000 euros.

For many reasons, we could not complete the migration journey with the smugglers
who were willing to sell us genuine or look-alike European travel documents and other
documents from different countries of the world, with facilities at the airports, but we
tried in return to search for people who did that.
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Look-alike Passports between the European Airports

The 38-year-old Syrian Siraj, (a pseudonym), could not have imagined that he would
arrive effortlessly in Brussels with an Irish passport, having traveled hundreds of
kilometers with others in the mountains between Turkey and Greece, guided by

google maps to safely drive them to the northern Greek city of Thessaloniki.

In this city, which is full of immigrants and smugglers, he had the idea of a similar
passport. He reached out to a Syrian smuggler in Athens who asked him for a photo
and some of his specifications such as height and weight to inform him two days later

of the availability of an Irish passport with identity for 5,000 euros.

Siraj traveled directly to Athens, met the smuggler, scheduled travel time, and
booked a flight ticket. The smuggler provided him with a negative PCR test in the

name of the Irish person who bore his name, identity, and passport.

The young Syrian did not face any trouble at Athens airport, and he was not asked by
customs or airport police to remove the corona face mask so that they could see his
full face. He was lucky that day, he says: "Ten people were arrested at Athens airport,

who tried to travel with similar passports."

Siraj's flight to Belgium was passing through Milan's Malpensa airport and was
completed the next morning from Linati, the city's second airport to Brussels
Charleroi airport, south of the Belgian capital, and in all these airports the security

authorities did not discover the similar passport.

As soon as he arrived at Brussels Charleroi Airport, an Arab man came to him and
said, "Quietly give me the passport without looking at me," then took the passport
and disappeared into the crowd. The man was on the same flight from Milan to
Brussels Charleroi on a mission to get the passport back to re-use in the entry of other

migrants.
Two-year journey ... 18 attempted crossings

Mohamed Al-Lahmid, 32 years old, Bedoon (without documents where Kuwait refuse
to give them papers despite they are born there for generations) from Kuwait. from
the beginning of 2019 to August 2021 when he reached his last destination, Britain,
after passing through 10 European countries from Georgia to Turkey.

Mohamed had first to obtain a Kuwaiti travel document to start his journey, and after
paying money to an official person- currently in prison - he was able to obtain a

Kuwaiti travel document issued to the Bedoon in cases of medical treatment and
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study, and not to obtain a Schengen visa. It is different from the official Kuwaiti

passport in color and privileges.

From the Turkish city of Izmir, he tried to cross into Greece but he was arrested,
claiming to be a Palestinian to avoid deportation (Yemeni and Palestinian nationalities
are not deported outside Turkey), but failed to answer detailed questions about
Palestine. Turkish police estimated that he was a Syrian national and deported him
along with other Syrians to Idlib city in March 2019.

Mohamed was able to return to Turkey through Syrian smugglers operating on the
border for 700 euros, then reached out to another Iragi smuggler in Izmir, who was
able to secure him to cross into the Greek island of Samos for 1,200 euros, where he

stayed there for about two years, and asylum request was rejected twice.

Mohamed managed to reach Athens via a Palestinian smuggler and decided to travel
via a look-alike European passport. For three and a half months, Mohamed tried to
travel through Athens airport with similar passports, one Belgian, another Swedish,
then through a Danish identity Card provided by a Kurdish smuggler for 7,000 euros
to be paid on arrival, where he deposited the sum at Hahaftaro's office in Istanbul.

All his attempts failed and he was arrested at Athens airport and was released the first
time, then the next time he was imprisoned for four days, then the last time he signed
a pledge not to try it or otherwise face imprisonment and fine.

Despite its popularity and high demand for it, the similar passport method does not
always go easily, as many of its holders are arrested at airports, and the European
authorities sometimes dismantle some networks that work in the trade of official

documents.

After the similar passport idea failed, Mohamed decided to travel by ground routes
from Thessaloniki to eastern Europe after agreeing with an Iragi smuggler, but the
Greek army arrested him and deported him to Turkey: "We were sent back to zero
point.”

Mohamed remained in Turkey for a month and used the Kuwaiti travel document to
travel to Albania and then to Serbia via smugglers. He was lucky as the Albanese
authorities couldn’t differentiate between the Kuwaiti travel document and passport.
In the meantime, he tried to cross into Romania, Croatia, and Hungary, but all

attempts failed.
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It's easy to reach smugglers in Serbia as if they were living with you. You go to
refugee camps and you find smugglers and people tell you the names of smugglers
and the roads they take through Serbia according to Mohamed.

“Smugglers are easily accessible via Tik Tok, Facebook, and Instagram, where videos
of refugees crossing this route are widely published by smugglers to promote their
activity, you will see those around your place,” said Mohamed.

After 18 attempts, Mohamed succeeded in crossing from Serbia to Romania via a
Syrian smuggler's truck. then stayed in the smuggler’s small apartment in Romania
with 120 people for two days, then to Paris then to Calais, where thousands of dreamy

migrants dream to reach Britain.

In Calais, Mohamed reached out to an lIraqi-Kurdish smuggler who had delivered
groups of migrants and asylum seekers to the UK, for £2,100 paid after arrival and
secured through an intermediary in Britain. After two failed attempts, the third
attempt was successful in August 2021, when Mohamed and his companions entered
the British territorial waters in a boat carrying about 80 people. He applied for asylum

pending a decision in Sheffield.
The Dark Web World

In general, passports and travel documents are the prominent part of the iceberg in
the so-called Dark Web. Technological progress and intertwining in financial, security,
and information systems have allowed the display and sale of everything that comes
to mind on Internet sites, from hacking social media accounts, Google, and
databases, to credit cards, electronic payments (Paypal), Western Union, and
malware, as well as driver's licenses and even Uber account for transportation services

and more.

The (privacy affairs) website sets the price index of the “dark web” for various of these

services for the year 2022, as it varies according to the type and importance of the
passport or identity, the number of accounts targeted in any of the communication
sites or the electronic payment account, or the value of the amount included in the
credit card. French, Polish, and Maltese passports, for example, have an average price
of 3,800 euros, identity cards for European Union countries are about 160 euros, and

an American driver's license is 150 euros.

To verify the status of some of the passports sent to us by smugglers and passport
dealers, we chose some of them, and searched for the accounts of their owners on

social media, according to the data and photos on those passports. We sent them
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questions about how their passports and IDs ended up in the hands of the smuggler,

but we did not get a response from them until the publication of this investigation.

Most of the smugglers, whom we contacted, confirmed that the passports they sent
to us are genuine and valid. They purchased it from their owners (as the smuggler
Abu Mustafa mentioned and Amjad tried with me), or may have been stolen, obtained
by fraud, or precisely forged based on real data and photos of their owners that were

obtained somehow.

Frontex also confirms that smugglers and passport dealers often display original
documents (passports and identity cards), which is difficult to detect at the open
borders of the European Union, but in cases of reported loss or theft of the passport,

it is automatically deleted from the records at the borders’ crossings.

We also contacted the authorities concerned with issuing passports in Belgium and
France to inquire about the status of the same passports that were sent to us by
smugglers. We asked them how to deal with such cases, the phenomenon of the
spread of similar and original passports, and the exploitation of migrants by the travel
document mafia, without receiving a response until the publication of this

investigation.

There is no escape for migrants and European asylum seekers from falling into the
smugglers’ trap and entering this “passport market” auction.

Delusions, dreams, or courage that are born out of the womb of suffering, push them
to an experience, which the smuggler “Abu Mustafa” describes to us, as certainly to
others, with the phrase “You travel with your job as a teacher and get down, as a
doctor." That might, in principle, be better than spending 20 days in the trunk of a

truck, or a bitter journey between the banks of the Evros River on the Turkish-Greek
border.



